Skimming Devices
A credit/debit card
skimming device is a
small electronic device
that can be attached or
inserted into a fuel
dispenser or ATM.
The device secretly
records
information
from the credit/debit
card transmitting it through Bluetooth wireless
technology.
The criminal is able to then
download the information remotely from a
nearby location.

We need your help!
You are our eyes and ears in the
community. Please report
suspicious activity to the police
for appropriate action. Your call
is the one that can make the
difference!
The Frederick Police cannot
effectively fight crime without
your cooperation and
involvement.

HOW TO PROTECT YOURSELF
1.

2.

3.

4.
5.
6.

Choose gas pumps or ATM’s in high
traffic areas and those that are visible to
the clerk and cameras. Avoid gas pumps
that are on the outside of the “visible”
area.
Wiggle everything – an ATM or gas
pump card reader does not have loose
parts. If something moves do not use the
machine.
Check for tampering – before putting
your card into the reader check the
machine for any abnormalities. Many
gas pumps now have security stickers on
them. If the seal is broken report it
immediately.
Shield your pin number when entering it.
Try to use ATM machines located inside
a trusted location such as a bank. Avoid
standalone machines when possible.
If you suspect a gas pump or ATM has a
skimming device please call the police
immediately.

If you suspect a device has been tampered with
please report it to the business and the police
immediately.
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The Frederick Police Department
encourages citizens to be vigilant in
protecting their family,
neighborhoods and neighbors.
The best way to reduce the risk of being a
victim is by taking sensible precautions.
Most people already do this as part of their
everyday lives.
Here are a few
recommendations that you can take to
protect yourself, your family, and your
friends.


Stay alert and tuned into your
surroundings, wherever you are.



Stand tall and walk confidently.



Trust your instincts. If you feel
uncomfortable in a place or situation,
leave quickly.

o

Keep a flashlight, blanket, jumper cable,
basic tool set, road flares, map and a good
spare tire with tire changing accessories in
the trunk of your car.

o

When driving always keep doors locked.

o

Keep your car in good running condition to
avoid breakdowns and keep at least ¼ tank
of gas in it at all times.

o

Park in a well-lighted area that will still be
well lighted when you return.

o

Remove your GPS or other electronic device
from the car and also remember to remove
the “arm” that attaches on the windshield.

o

If a carjacker threatens you with a gun or
other weapon, give up your car. Don’t
argue. Your life is definitely worth more
than a car. Get away from the area and call
police immediately.

Safety Tips For Drivers

o

o

When you drive, be on the lookout for
any
problems
that
affect
the
neighborhood’s
well-being
like
abandoned
cars,
missing
signs,
malfunctioning traffic lights, reckless
drivers, or poor street lighting. Follow
up and report any problems to the
appropriate authorities.
If your cell phone does not work and
your car does break down, raise the hood
or tie a white cloth to the street-side door
handle. Stay in the locked car. If
someone stops to help, ask him or her to
phone for assistance.

Personal Safety Tips
o

Carry a cell
h you.

o

If possible,
walk
Walk in
henever
there is
umbers.

–

o

Let a family member or friend
destination and your estimated
arrival or return. That way, the
be notified as quickly as possible if
problem.

o

Wherever you are – on the street,
office building or shopping mall,
waiting for a bus or subway – stay
tuned in to your surroundings.

o

Send the message that you’re
confident, and know where you’re going.

o

Avoid carrying large sums of
displaying expensive jewelry in public.

o

Do not go to the ATM
at night. If there is no
other alternative use
machines in well lit
areas
and
bring
someone with you.

o

Trust your instincts. If
something or someone
makes you uneasy,
avoid the situation or
person and leave.

o

Choose busy streets and stay in well-lit
areas as much as possible. Avoid alleys,
vacant lots, wooded areas, and other shortcuts or secluded areas. They are usually not
well-lit or heavily traveled. At night, stick to
well-lighted areas only!

o

Walk on the sidewalk whenever possible.
Walk close to the curb, avoiding doorways,
bushes, and other potential hiding places.

o

Get to know the neighborhoods where you
live and work. Find out what stores are
open late and where the police and fire
stations are located.

o

If someone tries to rob you, don’t resist.
Give up your property don’t give up your
life.

o

Report the crime to the police.
describe
the
attacker
accurately.

o

Don’t overload yourself with
packages, and avoid wearing
shoes or clothing that restricts
your movement.

o

Carry a whistle or other sound
device with you in case of
emergency.
The piercing,
distinctive blast of a whistle
can scare away possible
attackers and alert others in
the area that could come to
your aid.

Try to

